Data security has become a critical issue nowadays. Sensitive data needs to be hidden from unauthorized users. In recent years, various types of images are stored and transmitted via internet. This make maintains the confidentiality, integrity and authenticity of images are a major task. Many techniques have been proposed to image encryption for the secure transmission of these images. One of the effective key of the image encryption is the using of fractal images because of the random and chaotic nature of fractals. This paper presents a proposed technique for image encryption based on fractal geometry and chaotic map. The proposed method includes encryption of color image at three stages. At first stage, the plain input image is encrypted by using the concepts of fractal geometry. In the second stage, the same picture is encrypted using the one-dimensional logistic mapping functions to generate a random image depend on the randomness nature of logistic function. Finally, in the third stage, the output encrypted images of the above two stages is merge by using the X-OR operation to generate the final encrypted image with high security attributes. Experimental results of the proposed method of encrypt images show that it has many effective features such as low relations between the pixels of encrypted image, large space key and high sensitivity to key in addition to high security. Therefore, it can be effectively protecting the security of encrypted images.
Introduction
Duo to the rapid growth of image transmission over a communication channel, computer networks and Internet, the security of digital image become critical issue. To prevent secret information from being detected to unauthorized and illegal users and for secure and fast transmission, effective algorithms are required for image encryption. In recent years, many encryptions schemes and techniques based on chaos system such as logistic mapping for image encryption has been presented by scientific researchers [1] [2] [3] [4] [5] . Chaos system process has several effective features such as certainty, high sensitivity to initial state, etc. The chaos sequence is random sequences and generated by chaos mapping. The structures of chaos sequence and chaos mapping are very complex in addition, their analysis and their prediction is difficult [5] [6] [7] [8] [9] . The first used of fractals for text encryption were presented in [10] by Jhansi et al. where they used self-symmetric property of Sierpinsky fractal. On the other hand, using fractals for image encryption was proposed at first time in [11] where the fractal key is specified by a selected square fractal key matrix. In [12] , Zhang et al. present an algorithm for image encryption based on DNA sequence of addition operation and two Logistic maps.
Enayati far et al. [3] proposed a new developed encryption scheme. The schemes based on Tinkerbell chaotic mapping and cellular automata. This scheme employed all cellular automata rules to generate random numbers. In [6] , Teng et al. present a new encryption algorithm based on chaos, parity bit and self-adaptively. Wei et al. [7] proposed a new algorithm for color image encryption. This algorithm based on DNA sequence addition operation in addition to the hyper chaotic system. X.Y. Wang and X. Qin [8] present chaosmapping networks used for random numbers generation based on CML. In [9] , L. Liu et al. present a color images encryption algorithm based on DNA encoding technique and logistic map. Wang et al. [5] developed a chaos based encryption algorithm. In [4] , Enayati far et al.
used a combination of DNA mask technique and Genetic Algorithm to design an encryption algorithm. They employed a logistic mapping as a key and in addition the initial population generation for genetic algorithm.
Fractal Concepts
"Fractal" is a term expressed at first time in 1967 by Mandelbrot during his study of the patterns of England coastal line. Many researches have been done by several researchers in the field of Fractal geometry such as Serpinski, coach, Hausdorff, Lyapunov, louvi and Julia.
Fractal geometry is a term used for repeated pattern of images and objects, which means that each one of these images or object has this feature can be divided into small sections and each subsection is represented as a small copy of the primary shape of these images and objects [10] . In formal mathematical definition of fractal, we can say that the repeated replacements of a recursive mathematical formula are the base of Fractals, these repeated replacements are generating fractal geometry and pattern by many repeated times. Fractal is used in variety aspects of computer science for example graphic and computer games design, compression of signal or image, classification of any phenomenon, fantasy and artistic, simulation, creation of three or two-dimensional images, several applications in medical such as blood vessels, DNA, heartbeat, etc and so on [11, 13] .
1.Generation of Fractal
There are many methods of fractal generation, each method using various formulas and mathematical functions as an initial start point and as core for create fractals. The methods of fractal generation in placed can be categorizing as follows: Repeated conversions by a mathematical formula as well as starting from specific initial state, as Julia set, Mandelbrot set, etc., the fractals that are generated by IFS and the fractals that generated by LSystem [11, 14] . Figure 1 shows a set of different fractals. Mandelbrot set is consisting of a sequence of points on complex plane that form the fractal. This set has a complex structure and is derived from simple definitions is also recognized outside the field of mathematics. The Mandelbrot set is comprising a complex "C-values" which is represent sequence of repeated integration of the function ( ) = 2 + with itself and this will not approach infinity when the starting point is zero.
The mandelbulb fractals are generated using the following iteration in the equation (1) [11, 15] :
Where n ≥ 3, 0 : the initial point, :iteration, ∈C, C is a vector in 3D space. 
The Use of Fractal as a Key in Encryption
The fractal image can be used as a key of encryption in efficient manner according to encryption process. In addition, attempting to break this key by attacks is extremely difficult.
The fractal image is considerably complex and highly sensitive to initial values. This can be shown when very large amount of change is taking place in the generated Fractal image when a very small amount of change is occurred in any one of the main parameters that are used for fractal image generation. Therefore, according to these robust specifications, the fractal image nowadays is used as a secure and effective encryption key [16] .
Chaotic System (Logistic mapping)
The chaos system has several strong features such as certainty and high sensitivity to initial state, in addition to the random sequences feature of chaos sequences, which are created by chaos mapping. These features make the structures are complicated and their prediction and analysis as a result is more difficult. A logistic mapping considered as a simple chaos function and defined as shown in equation (2).
Where x0 the initial value and R is the control parameter, are considered as the keys where the function has chaotic behavior for 0< <1 and 3.57 < R < 4 [17] . On the other side, the twodimensional logistic map gives the system more security and expressed by the following two equations, (3) and (4) [18] :
The two-dimensional logistic mapping system has a chaotic behavior where x, y generation chaos sequences occur between (0,1), in addition to, 2.75< 1 ≤3.4, 2.7 < 2 ≤ 3.45, 0.15 < 1 ≤0.21 and 0.13 < 2 ≤ 0.15 [19] .
Error and Statistical Test
Error and statistical test are the essential measures to test the image quality and their performance [20, 21] . In the following are the important and effective test that have been done in order to prove the robust and efficient of the proposed method.
Error Tests
These types of tests are very important and efficient and are successfully passed as shown in 
Mean Square Error (MSE test)
This test is the cumulative squared error between two digital images. The mean-squared-error (MSE) the most widely used and the simplest, full-reference for image quality measurement.
It can be used to check the avalanche effect by using the following equation [20, 21] .:
… (5) Where 1 and 2 be the two cipher images and the encrypted image and i and j are represent the position of pixel of the * image. MSE is equal to zero when 1 ( , ) = 2 ( , )
Mean Absolute Error Test (MAE test)
MAE is used to obtain the average of absolute difference between two images: the reference image and the test image. It is carried out by using equation (5) [20, 21] :
…(6)
Where 1 and 2 be the two cipher images and the encrypted image and i and j are represent the position of pixel of the * P image
Peak Signal-to-Noise Ratio Test (PSNR Test)
The PSNR test is evaluated in decibels. It is inversely proportional of the Mean Squared Error (MSE). It is performed by the equation (6) [20, 21] :
Where the denominator is the mean squared error (MSE)
Unified Average Changing Intensity Test (UACI Test)
The UACI test determines the ratio of the changes between two cipher-images and the scale of UACI is [0, 1] in addition the preferred value is near to zero. It is given by the equation 
Statistical Test
The result of the tests that have been obtained from this type of tests show they are successfully passed with high performance as shown in table 2. The tests are include the following [20, 21] .
Correlation Test
Correlation test is the quality analysis that is used to measure the similarity between the plain image and the encrypted image. The correlation can be calculated from equation (10 -14) .
The best desire value of the correlation test is near the zero. The correlation coefficient of two adjacent pixels calculated using the following equations (10 -14) [20, 21] : 
…(14)
Where is correlation coefficient and Cov is covariance at pixels x and y, where x and y are the gray-scale values of two pixels in the same place in the plaintext and ciphertext images.
( ) is variance at pixel value x in the plaintext image, ( ) is variance at pixel value y in the plaintext image, E is the expected value operator and N is the total number of pixels for N × N matrix.
Entropy Test
The Entropy is the average of information (or the expected value) that can be extracted from the image. It expressed by equation (15) [20, 21] .
Where ( ) represents the probability of symbol and the entropy is expressed in bits, S = { 1 , 2 , … , 256 }
Proposed method
The proposed method, which is used in this research, consists of three main stages, where in stage one the selected image is encrypted by using the fractal image. In the second stage, the same image is encrypted by using the logistic map function. In the final stage the two encrypted images, which are the output of stage one and stage two are merged using the X-OR operation to produce hybrid encrypted image with efficient and high-level security. The hybrid algorithm is as below:
Proposed algorithm: Encryption algorithm by using permutation between columns and rows.
Input: color image
Output: Encrypted image
Step1: Image pre-processing
Step2: Image encryption by using fractal geometry (permutation between columns and rows) Step3: Image encryption by using logistic map (permutation between columns and rows)
Step4: Merge the output of step2 with the output of step3 by using the X-OR operation 
1-Color image pre-processing
The first step of proposed method is the color image pre-processing where the color image is the input for this step and the image splits into its three primary color components red, green and blue (RGB). The primary colors RGB are used to encrypt the images and to generate encrypt chaotic images by using the following algorithm. Step2: An ascending order is making to these numbers to determine the location of rows of image matrix in which they will be exchange with the columns.
Step3: Generate another 255 real numbers between 0 and 1.
Step4: An ascending order is making to these numbers to determine the location of columns of image matrix in which they will be exchange with the rows.
Step5: An exchanging between rows and columns of the matrix of explicit image is carrying out. 
Fractal image decomposition
In this step, the images were generated depending on fractal image corresponding to the output encrypted images of the previous step in section 6.1 and have the same size of these chaotic images.
First encryption stage
In this step, the encrypted chaotic images which are generated in section 6.1 are merging with the image that is generated from previous step in section 6.2 by using X-OR operation to produce the first encrypted image.
Chaotic image decomposition
In this step, chaotic images were generated, each image corresponding to the primary color components RGB depending on logistic map functions of section 4. The output is a chaotic image.
Second encryption stage
In this step the X-OR operation is used to merge the encrypt chaotic images which are generated in section 6.1 with the images that is produce from previous step in section 6.4 and the output will be the second encrypted image.
Third encryption stage
In this step the X-OR operation is used one more time to merge the first encrypted image which is produced from the first encryption stage in section 6.3 and the second encrypted image which is produced from the second encryption stage in section. 6.5, the output is the final encrypted image.
Experimental Test Results
Experiments have been performed using five common images: Lena, Baboon, Girl,
Cameraman and Peppers to test the proposed algorithm by implementing the important and effective tests which are illustrated in section 5. Table 3 includes the histogram test for the five images, which are adopted. The results before and after encryption gave an excellent distribution of histogram in term of frequency as shown in the table. The histogram measures for encrypted image when use the proposed method shows flat histogram without peak, which means that the encrypted image features were hidden and their analysis is very difficult. 
Conclusion
In this paper, the proposed method has been applied for five images and such conclusions have been obtained. First, the proposed method passed all tests with high level of success.
Secondly, the proposed method achieved a high level of security in comparison with the old encryption methods. In addition, the use of a hybrid algorithm of fractional geometry and chaotic map functions gave high efficiency results. A comparison has been done between the results obtained from the proposed algorithm and the results of a set of algorithms, which are mentioned in the related work in section 1, it has been shown that the proposed algorithm gave better and good results than the rest of other algorithms.
